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Introduction
Crockerton CE Primary School is committed to protecting the privacy and security of personal data relating to members of our workforce.
This privacy notice explains how we collect, use, store and share personal data about employees, supply staff, volunteers, contractors and governors. It also explains your rights under data protection law.
We process personal data in accordance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
Who We Are
[bookmark: _GoBack]Crockerton CE Primary School, Potters Hill, Crockerton, Warminster, Wiltshire, BA12 8AB
For the purposes of data protection law, the school is the data controller of the personal information we hold about members of the workforce.
Where the school is part of a Multi-Academy Trust, the Trust may also act as a data controller for certain employment-related processing.
Data Protection Officer
The school has appointed a Data Protection Officer (DPO) to oversee compliance with data protection legislation.
Data Protection Officer
Jeremy Shatford
Email: dpo@jeremyshatford.co.uk
You may contact the DPO if you have any questions about how your personal data is handled.
The Personal Data We Collect
We collect and process a range of personal information about members of the school workforce.
This includes:
Personal Information
· Name
· Date of birth
· Gender
· Home address
· Telephone numbers
· Email addresses
· National Insurance number
· Employee or teacher reference number
Employment Information
· Job title and role
· Recruitment information (including application forms, references and interview records)
· Right to work documentation
· Qualifications and professional registrations
· Training records
· Contract details
· Salary and pay records
· Pension and benefits information
· Bank account details (for payroll purposes)
Safeguarding Information
To comply with safeguarding requirements, the school may process:
· Disclosure and Barring Service (DBS) checks
· Criminal conviction information where relevant
· Safeguarding declarations
· Disqualification by association declarations
· Low-level concern records where required by safeguarding guidance
Performance and Employment Management Information
· Appraisals and performance reviews
· Capability records
· Disciplinary records
· Attendance and absence records
· Professional development records
Special Category Personal Data
In some circumstances we process sensitive personal data including:
· Health information
· Disabilities or medical conditions
· Ethnicity
· Trade union membership
· Occupational health reports
Emergency Contact Information
· Next of kin details
· Emergency contact numbers
Biometric Data
Some school-issued devices, such as laptops or tablets, may include biometric authentication features such as fingerprint or facial recognition login.
The school does not normally collect or centrally store biometric data for workforce members.
Where biometric login is used on a device:
· biometric information is stored locally on the device
· it is used only to unlock the device
· the school does not have access to the biometric template

Use of biometric login on devices is optional, and staff may choose to use a password instead.
If the school were to introduce any system that centrally processes biometric data, staff would be informed in advance and appropriate safeguards would be implemented.
Why We Collect and Use Workforce Information
We use workforce data to:
· Manage recruitment and employment processes
· Enable payroll, pension and benefits administration
· Ensure safeguarding and safe recruitment practices
· Support staff performance and professional development
· Manage absence and occupational health processes
· Comply with employment and education law
· Carry out statutory data collections such as the School Workforce Census
· Contact emergency contacts where necessary
Lawful Basis for Processing
Under Article 6 of UK GDPR, the school relies primarily on the following lawful bases when processing workforce information.
· Contract (Article 6(1)(b))
· Processing necessary to fulfil an employment contract or engagement with the school.
· Legal Obligation (Article 6(1)(c))
· Processing necessary to comply with legal duties including:
· employment law
· safeguarding legislation
· tax and HMRC requirements
· statutory reporting obligations
Public Task (Article 6(1)(e))
Processing necessary for the school to perform tasks carried out in the public interest, including providing education and completing statutory returns to the Department for Education.
Legitimate Interests (Article 6(1)(f))
The school will only rely on legitimate interests in limited circumstances where the processing is not part of our public task and where it does not override your rights and freedoms.
Where this lawful basis is used, a documented assessment will be completed.
Vital Interests (Article 6(1)(d))
In rare circumstances, processing may be necessary to protect someone's life in an emergency.
Processing Special Category Data
Under Article 9 UK GDPR, we may process special category data where one of the following conditions applies:
· Employment, social security and social protection law obligations
· Safeguarding responsibilities
· Occupational health purposes
· Protection of vital interests	
· Explicit consent where required
Where consent is relied upon, it can be withdrawn at any time.
Providing Personal Information
Some personal information we request is required by law or as part of your employment contract.
Examples include:
· payroll and tax information
· proof of identity and right to work
· safeguarding checks

If you do not provide information required for these purposes, the school may be unable to employ you or continue your employment.
Other information is voluntary and will be clearly identified when collected.
Collecting Workforce Information
Most personal information is collected directly from you during:
· recruitment
· Induction
· ongoing employment administration

Information may also be obtained from:
· previous employers
· recruitment agencies
· the Disclosure and Barring Service
· occupational health providers
· professional regulatory bodies
· government departments
How Long We Keep Workforce Information
We retain personal data only for as long as necessary to fulfil the purposes for which it was collected and to meet legal obligations.
Typical retention periods include:
· Personnel files – up to 6 years after employment ends
· Payroll records – 6 years
· Recruitment records for unsuccessful candidates – 6 months
· Accident records – minimum of 3 years
· Safeguarding records – in accordance with safeguarding and legal requirements

Retention periods may be extended where safeguarding issues, legal claims or statutory requirements apply.
The school follows recognised records management guidance for schools.
Who We Share Workforce Information With
We may share personal data with organisations where necessary to carry out our duties.
These may include:
· Local Authorities
· the Department for Education (DfE)
· payroll and pension providers
· occupational health providers
· HMRC and other government departments
· DBS for safeguarding checks
· Our DPO and or legal representatives
· IT service providers supporting school systems
All organisations receiving personal data are required to respect its security and process it in accordance with data protection law.
Statutory Data Sharing
Schools are required to share certain workforce information with the Department for Education (DfE) as part of statutory data collections.
This includes the School Workforce Census, which is required under:
Education (Supply of Information about the School Workforce) (England) Regulations 2007.
Further information can be found at:
· https://www.gov.uk/education/data-collection-and-censuses-for-schools
International Data Transfers
The school does not routinely transfer personal data outside the UK.
Where data is processed using cloud-based systems that involve international transfers, appropriate safeguards will be in place, such as:
· UK adequacy regulations
· international data transfer agreements
· standard contractual clauses
Data Security
The school takes appropriate technical and organisational measures to protect personal data.
These include:
· secure IT systems with restricted access
· password protection and encryption
· staff training in data protection
· secure storage of paper records
· access controls and audit logging
· policies governing acceptable use of IT systems
Automated Decision Making
The school does not make decisions about staff based solely on automated processing or profiling.
All employment-related decisions involve human review.
Your Data Protection Rights
Under data protection law you have the right to:
· request access to the personal data we hold about you
· request correction of inaccurate information
· request erasure of data in certain circumstances
· request restriction of processing
· object to certain types of processing
· request data portability where applicable
· withdraw consent where processing relies on consent
Requests can be made by contacting the school or the Data Protection Officer.
We normally respond within one month.
Recognised Legitimate Interests (DUAA)
The school primarily processes workforce data under contract, legal obligation and public task.
Recognised Legitimate Interests are generally not relied upon for routine workforce processing.
However, they may be used in limited circumstances such as:
· research or pilot projects
· collaboration with education partners
· voluntary innovation projects
Where recognised legitimate interests are relied upon, the school will carry out a documented assessment to ensure appropriate safeguards are in place.
Raising Concerns or Complaints
If you have concerns about how your personal data is handled, please contact the school or the Data Protection Officer in the first instance so that we can investigate and resolve the issue.
If you remain dissatisfied, you have the right to lodge a complaint with the Information Commissioner’s Office (ICO).
· ICO website:
https://ico.org.uk/concerns
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